PERSONAL DATA BREACH?
DO NOT FORGET TO NOTIrY!
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CYBERATTAQUE

Des pirates de-
robent les données de
11000 passeports
suisses

Des cyberescrocs ont volé les données des
passeports de quelque 11'000 ressortissants
suisses ayant voyagé en Argentine et les ont
publiées sur le darknet. LOffice fédéral de la police
estime que cette cyberattaque ne représente
qu’un faible risque d'abus.

Faille de securitée

Des clients de Digitec.ch victimes
d’un vol de données personnelles

Des clients de 'e-boutique suisse Digitec, filiale
de Migros, ont été victimes d'un vol de données
personnelles.

Des escrocs sont en possession des données
personnelles de clients de la boutique en ligne suisse
Digitec. Une information rapportée par le site Watson.ch
et a laquelle la filiale de Migros n'a pas tardé a réagir
officiellement, confirmant une fuite de données.
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Pourquoi le vol de données de
800000 clients de Swisscom
n'est pas anodin

SERVICES

Les données de 800 000 clients, dont leurs nom, date
de naissance et numéro de téléphone mobile, ont été
volées chez un partenaire de 'opérateur. Ces
informations pourraient étre utilisées pour commettre
des actes délictueux
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Le piratage de Swiss, symbole de
la hausse du nombre de
cyberattaques

Les données de 1,35 million de passagers, dont des clients de la
compagnie aérienne helvétique, ont été volées. Les Swiss Cyber Security
Days, qui se tiennent jusqu'a ce jeudi soir, sont I'occasion de mettre en
lumiére ces menaces grandissantes




FRAMEWORK

 The Federal Act on Data Protection (FADP) applies to the
processing of personal data. It aims to protect the personnality

of the data subjects.

- Data must always be processed in accordance with the
following principles : lawfulness, fairness/good faith,
proportionality, purpose, transparency and security.

* The revised FADP (nFADP) has been adopted on September
25, 2020 (entry into force expected in January 2023).
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ART. 8 NEFADP Art.8  Data security

! The controller and the processor must ensure, through adequate technical and organisational

(S E C URITY) measures, security of the personal data that appropriately addresses the risk.

 The measures must enable the avoidance of data security breaches.

*The Federal Council shall issue provisions on the minimum requirements for data security.




SECURITY PRINCIPLE

3 s * Confidentiality

 Availability




PERSONAL DATA BREACH

- Any breach of security...

- ...resulting in the accidental or unlawful loss, alteration, deletion,

destruction, disclosure or unauthorised access of personal data (art. 5 lit. h
nFADP)




PERSONAL
DATA BREACH
NOTIFICATION

Art. 24 Notification of data security breaches
1The controller shall notify the FDPIC as soon as possible of a data security breach that is probable to
result in a high risk to the personality rights or the fundamental rights of the data subject.

*In the notification, it must at least indicate the nature of the data security breach, its consequences
and the measures taken or foreseen.
! The processor shall notify the controller as soon as possible of any data security breach.

4The controller shall also inform the data subject if this is necessary for the protection of the data sub-
ject or if the FDPIC so requests.

%It can restrict the information to the data subject, defer it or refrain from providing information if:
a. there are grounds pursuant to Article 26 paragraph 1, letter b or 2 letter b or a statutory duty of
secrecy prohibits it;
b. information is impossible or requires disproportionate efforts; or
¢. the information of the data subject is ensured in an equivalent manner by a public announce-
ment.

& A notification based on this Article can be used in criminal proceedings against the person subject to
notification only with such person’s consent.




NOTIFICATION

* By the controller

* to the Federal Data Protection and
Information Commissioner (FDPIC)

* in case of a high risk for the privacy or the
fundamental rights of the data subjects

* to the data subjects

* if necessary for their protection

* By the processor

* to the controller in any case



NOTIFICATION CONTENT

* Nature of the breach

* Consequences of the breach

» Steps taken or proposed




EXCEPTIONS S

* No obligation to notify in the absence of high risk (for the privacy or
fundamental rights of the data subjects)

 Possibility to restrict, defer, or abstain from informing the data subject (not
the FDPIC) if:

* the interests of third parties require it;
* the information is impossible to give or requires disproportionate efforts;

* the information of the data subject can be equally safeguarded by a public
announcement;

* this is required to protect overriding public interests or the information would
jeopardise the outcome of a criminal investigation or any other investigation
proceedings (federal bodys only).




SANCTIONS

* No criminal / administrative sanction for failing to notify

* A notification can only be used in a criminal proceeding against the person
subject to notification with his/her their consent (art. 24 al. 6 nFADP).

- The FDPIC can order the data controller to notify him and, if needed, to
inform the data subjects pursuant to art. 24 (art. 51 al. 3 let. f nFADP), if
necessary under the threat of art. 63 nFADP (non-compliance with a
decision).



Time of
notification

Notification to the
FDPIC
/supervisory
authority

Notification to the
data subject

Sanction

NFADP VS GDPR

Without undue delay

Breach likely to result in a high
risk to the privacy or the
fundamental rights of the data
subject

Whenever necessary for their
protection

No administrative sanction

Without undue delay and, where feasible, not later
than 72 hours after having become aware of it

Any breach except if unlikely to present a risk to
the rights and freedoms of natural persons

Whenever a breach is likely to present a risk to
their rights and freedoms

Administrative fines up to EUR 10 000 000.- or 2%
of the total worldwide annual turnover of the
preceding financial year (art. 83 GDPR)




No risk

* No notification

Risk

* Notification
to the
authority
(GDPR)

High risk

* Notification to the FDPIC

* Notification to the data
subjects (GDPR)

+ Notification to the data
subjects irrespective of
the risk if necessary for
their protection



A FEW
FINES

* The CNIL conducts inspections based on identified
IP addresses.

* Fines of EUR 6 000.- and 3 000.- imposed on doctors
for opening the ports of their LiveBox in order to run
a VPN and thus creating an access to their computers
which contained medical images.

» The fine covers the violation of the obligation to
ensure data security and the violation of the
obligation to notify a data breach (eventhough the
CNIL actually informed them of the breach during an
inspection).

BRAIN

. . 45M Medical Images Accessible
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ngel identifies medical and web portals leaking unprotected images

including X-rays and CT Scans

PARIS and NEW YORK, December 15, 2020 — The analyst team at Cyb gel, a global leader in digital risk protection,
on unprotected serve

month in

(DICOMY}, the de facto standard used by healthcare professionals to send and receive medical data. The analysts

discovered millions of sensitive images, including personal healthcare information (PHI), were available unencrypted

and without password protection.

CybelAngel tools scanned approximately 4.3 billion IP addresses and detected more than 45 million unigue medical

sed on over 2,140 unprotected servers across 67 countries including the US, UK, France and Germany.

including up to 200 lines of metadata per record which
and PHI (height, weight, diag

ogin portals accepted blank



a8 ) News
» Dutch DPA fines Booking.com for delay in reporting data breach

Dutch DPA fines Booking.com for
delay in reporting data breach

:ethe-urm
The Dutch Data Protection Authority (DPA)
has imposed a €475,000 fine on Booking.com
because the company took too long to report
a data breach to the DPA. When the breach
occurred, criminals obtained the personal
data of over 4,000 customers. They also got
their hands on the credit card information of
almost 300 people.

In a telephone scam targeting 40 hotels in the United Arab Emirates in
December 2018, the criminals persuaded hotel staff to reveal the log-in
details for their accounts in a Booking.com system. In this way the
criminals gained access to the data of 4,109 people who had booked a

hotel room in the UAE. The data included their names, addresses and

telephone numbers, as well as details of their booking.

The criminals were also able to access the credit card information of 283

people. In 97 cases, the credit card security code was obtained as s
The criminals also tried to get hold of the credit card information of
other victims, by posing as Booking.com staff in emails or on the

telephone.

Phishing

‘Booking.com customers ran a risk of falling victim to serious theft, says

DPA deputy chair Monigue Verdier, ‘even if the criminals didn't obtain
gdit card information but only someone’s name, contact details ang

A FEW FINES

« EUR 475 000.- fine imposed on by the Dutch
authority (Autoriteit Persoonsgegevens) on
Booking.com for delay in reporting data breach
(22 days after having become aware of it), a
breach affecting 4 000 clients (names, addresses,
phone numbers and approx. 300 credit card
numbers)



A FEW FINES

* Fine imposed on 17.03.2021 by the Spanish

fec)
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authority (AEPD) on Air Europa Lineas Aereas, SA e
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because of an unauthorised access to contact details
and bank accounts (489 000 individuals et 1 500 000
data records)

abil

» EUR 500 000.- for their failure to have in place S o
appropriate technical and organisational
measures e o

- EUR 100 000.- for notifying the breach with a
delay of 41 days




MAN A.GING A * You need a plan
SECURITY- * Incident management process
* Technical detection and feedback
C BRi'AO(?TI-IBE * Analyse, qualify and act
* Communication
IMPROVISED * Learn from experience




CONCLUSION

* A personal data breach will occur.

* Are you ready?

* Management is complex and time is short.

* It is better to know your obligations and have a
procedure in place.

» There is no need to wait for the entry into force of the
revised FADP to be prepared.
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