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E-mails
(1971 – present)
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An e-mail is a postcard…
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… in an envelope
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Senders and recipients
There are two senders
– The one on the envelope
– The one on the postcard

And two recipients
– The one on the envelope
– The one on the postcard
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Mail impersonation demo
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Mail impersonation demo
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@

alice@alice.com bob@bob.com

charlie
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Legacy problems
Alice will receive SPAM
– No solution!

Alice will receive external emails coming from @alice.com
– The root cause for impersonation scams
– Solution: disable spoofing & add banner for external e-mails
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Business relationship
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@

alice@alice.com bob@bob.com

charlie

From: alice@alice.com
To:      bob@bob.com
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To:      bob@bob.com
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Solutions
Sender authentication
– SPF: Sender Policy Framework

• Which server can send e-mails as @alice.com
– DKIM: Domain Key Identified E-mail

• Cryptographic signature of the sender’s domain

Policy decision
– DMARC: Domain-based Message Authentication, Reporting & Conformance

• What to do if SPF and/or DKIM fail

New kid on the block
– ARC: Authenticated Received Chain
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From: alice@a1ice.com
To:      bob@bob.com
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Look-alike domains
It is regular SPAM again!

No silver-bullet solution

Train users

Add a banner to e-mails coming from the outside

Machine-learning might help at some point
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From: alice@alice.com
To:      bob@bob.com
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Compromised e-mail server
Charlie can observe the e-mails flow

Charlie can send “legitimate” e-mails as “Alice”

SPF, DKIM & DMARC are useless

Bob cannot technically detect the issue
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From: alice@alice.com
To:      bob@bob.com

From: bob@bob.com
To:      alice@alice.com
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Take aways
E-mail was never designed for today’s use cases

E-mail is hard to authenticate and therefore, non-repudiation is 
hard too

E-mail encryption is still not a thing

Your messaging service is critical and must be highly protected 
(even in the cloud)

Your strongest password should be the one protecting your e-
mails
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THANK YOU !
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